FEATURE: SCHOOL SAFETY

BY PAUL PURCELL, CHS-V
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Our thoughts and prayers go out to the victims and families of the Sandy Hook
Elementary School shooting, and to those affected by this event from miles away.

Though this tragedy has sparked intense debate about causes and reactions, the only true issue at hand is
the safety of people in public places, be it schools, places of worship, shopping centers, or sporting events.
Studies on this topic have been shared repeatedly by our firm (and by countless colleagues) but little has
been done. Maybe now more focus will be given to public gatherings to improve overall safety.

What we offer here today is a focus on schools with a contribution to the voice of reason, and steps
to add to the list of things we can actually do to genuinely make our communities safer and our schools

ERER!

havens of peace rather than oppressive fortresses, or the other extreme, soft targets.
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Schools are soft targets because we don’t want our

kids spending every day in what appears to be a

dreary, desolate prison. We want our children in an
atmosphere where they can learn, grow, socialize, and
develop to the best of their abilities. The downside of
this is that we have put so many of our “eggs in one
basket” that it makes for a “target-rich environment.”
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Before we get into the details of the above, we will say this. Almost every school in the coun-
try has a detailed set of emergency plans. That's a good thing. But as we all know, the devil
is in the details, so we're here to give but a few places to look when reviewing your school’s
plan, as we all will after the Sandy Hook tragedy.
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Heavier Doors —

including tornado eavier (thicker) the door, the beter the protection. Also,
all glass should be wire mesh reinforced. Thjs makes intrusjon more difficult and creates less
shrapnel in destructive evencs such as a tornado,

Lockable Doors — A classrooms and regularly accessed areas (such ag teacher’s lounges, etc.)
should be lockab]e with both knob [oc and deadbolt, and possibly 3 sliding lacch. Any stor-
age area large enough for students o hide should als, be lockable, If the budget can afford i,
hallway doors should be closable and lockable by remote contro] (sort of like fire doors) from

the main office and/or security office,

First Aid Kits — Every classroom should have an extensive one, Though some of the contents
may be above the average teacher’s skjl] level, the ki¢ Mmay act as a redundant supply for emer-
gency responders,
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Hiring & Tyraining Staff

In ar/ /ro—/’e\féfona/ settings yyouUr 5/5385% asset 1S yoHr /Oeop/e. And the more
o can Zrainy retan and proz‘ecz‘ yoLr /980/9/63, the better for ev
In this pariica/ar case, i addition to being educdators

'/a/ren\\f safety-

Hire More Veterans — Thousands of veterans ar¢ coming back home as yarious OvVerseas theaters minimize the numbers
of troops involved. These brave men and women bring home with them discipline, courage, and intelligences all quali-
ties sorely needed in our dlassrooms. Alsos these folks would be more capable than the average civilian of providing an
extra layer of protection for students in any aumber of emergen we suggest the govern-
ment should shift available funding within the VA Benefits/Gl Bill arena i i ive for returning vets
to pursue 2 degree in education.

Self-Defense Training — Hand to hand combat against an armed assailant is never @ good choice. Howeveb as we
saw at Sandy Hook and other places, heroes will try: So... your heroes need to be trained to at least give them an
edge. 1f nothing else, some self-defense training can give that boost of confidence that makes the difference between
freezing in fear of reacting quickly enough t© send children to 2 protected area. Also, there are far mote common
scenarios which teachers face that don’t involve active shooters. Ever hear of 2 school in which a teacher never had to
break up two students who were ﬁght'mg? We haven't either.

First Aid and CPR - No public facility (especially 4 school) should have 2 staff that is not crained in first aid and
CPR. Check with your local Fire Department, Red Cross chapter, OF the American Heart Association- For teachers,
they may offer this training for free.

Family Preparedness _Whena school is not the site of an emergency it’s many times part of emergency response.
Schools are generaﬂy shelters or some other form of refuge for the community in area emergencies. Since your
are your biggest asset they need to be trained in enhanced family disaster preparedness so that in times of
crisis t i ily 1 report t0 the school t© help emergency responders and related

groups care fo
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Issues & Policies

There are far smore numerows Zhreats /’ac/ng Schools on
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Visitor and Vendor Check-In — Do you have an open campus or secure facility? Do you have regular vendors
that are allowed instant access to the grounds or do you have a policy that all visitors must check-in on arrival?
If an incident occurs, what kind of plan do you have in place to track/locate your temporary guests? What will
your reaction be if a visitor bypasses your check-in request?

policy that requires staff to
or related situations that carry a potential

Bomb Threat Response — In this day and age, you have to take folks seriously when they make a threat, Or
do you? The percentage of actual bombs discovered after a threat is extremely low. However, a couple of school
shootings were sniper scenarios where a bomb threat was called in as a ruse to get students outside of the build-
ing and in the open. Consider this later under game-planning,

Threat Response — Even though we're putting a finite list here for example purposes, don’t limit yourself. You
know your school and your area better than anyone, so look around at the other threats you may face. Remem-
ber, true preparedness is to be All-Hazards ready.

Student Cell Phones — What's your policy about students having cell phones? Do you find them disruptive? A
means of cheating on tests? Or are students with phones part of your reaction plan since you would have more
people that could call for help?

Self-Defense — Whar is your policy on self-defense in the case of a true attack? What do you do if a student is
forced to protect themselves from a bully? What about a teacher protecting themselves from a violent student?

Secret Evacuation — When we train civilians we tell them to get information about the emergency reaction
plans of their child’s school to include the rendezvous point where everyone would go if the school was evacu-
ated. When we train schools, we tell them to not divulge this information since you don’t want to arrive at
your destination only to find the location so overwhelmed with parents arriving ahead of you that you can’t
effectively control the scene and protect the children. Which do you prefer?

Scattered Lockdown — In almost any emergency, time is one of our biggest assets. So in a shelter-in-place
scenario, where do you go for protection? Remember, different shelter scenarios will have different answers. For
example, in a tornado, do you go to the hallways or other areas closer to the center of the building? In an active
shooter situation do you barricade the classroom doors and stay hidden? Some corporate locations are opting
for central safe-rooms on certain floors and their plan is to hustle personnel into those areas if a shooter is pres-
ent. Our feeling is that—generally speaking—this creates a target-rich environment for a shooter when people
are out of their offices and in hallways heading for other locations,
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Fire & Lockdown — As we said earlier, there are two basic types of reaction: Evacuation and Shelter-

In-Place. If either or both reactions are possible then drills become necessary, sO conduct drills for both
reactions on a regular basis.

ders in some of your drills and allow the

Police, EMT, and SWAT — Involve your local emergency respon
d practice also to make sure their own

responders to hold some of their drills at your school. They nee
skills are current. They might like to come in to a mock disaster scene to practice scene control, triage,
transport, the whole nine yards. Also, let the local SWAT team come in one weekend a quarter to practice
some of their drills. This keeps their skills sharp and also keeps them familiar with your school’s layout.

Vary the Rendezvous — Since some scenarios see bomb threats perpetrated for the purpose of getting
students out in the open, you must keep this in mind when conducting fire drills. For that reason, you
might consider varying the campus location where students are taken during drills. Two quick tips here:
h as dumpsters where explosive devices could be hidden. Two, try not to

One, be aware of locations suc
have students gather at any campus location where arriving emergency vehicles would need to park.
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Shared Monitoring
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Extra Eyes — As security analysts, one thing we constantly see is state-of-the-art monitoring systems with no one
watching the monitors. Many times, the only purpose the system would serve is to provide a video for police after

the incident had occurred. In any emergency situation, an ounce of prevention is worth a ton of cure, so if you have
a video surveillance system, the more eyes watching, the better.

Privacy Issues — Though you want extra eyes on your surveillance system, make sure you have the right people
with access. Though many systems available are as simple to monitor as using your smart phone (yes, there’s an App
for that) you don’t want would-be perpetrators, pedophiles, or the like, accessing your video feed.

Police & School Board — Two groups that you might want to share your video feed with are the police department
or select personnel at the school board. The two key suggestions, though, are that the system is being monitored at
all times by multiple people, and that these people are trustworthy.

External Port — In working with emergency response personnel during drills, ask if there is a particular area of
campus where they would gather in the event of an active shooter scenario (or other active internal threats). Place
a hard-wired video feed port as near that location as possible so responders can tap into the video feed on arrival.
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Fear Has No Place
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Recrult the Parents
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Security and Fundraising — Considering the above notion of requiring extra security at special events, you might
want to ask your PTA to help with a little extra fundraising to cover the costs. Raising money to protect children

should be a welcome project in any school district.

enhanced family preparedness to teachers and staff
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	Thank you all for attending the Breakout Session
	Purcell



